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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO NO NPMMeHeHU 0 V.10

O gOKyMeHTe

Ha3Ha4yeHne OOKYyMeHTa

MpvBeAEHHbIE B JOKYMEHTE CBEJEHUS MOKAXYT XO4 HAaCTPOMKMN AByXPpaKTOPHOM ayTeHTUdUKALUM K CepBUCY
Dropbox (https://dropbox.com) c ucnosnb3oBaHMeM 3/1eKTpoHHOro kiatoua JaCarta U2F.

Ha Koro opyeHTUpoBaH AaHHbIN OKYMEHT

JlokymMeHT npegHasHaveH An1a nosb3osatenein cepsuca Dropbox (https://dropbox.com) n obnagatenei
anekTpoHHoro katoya JaCarta U2F.

KOHTAaKTbI

Oduc (obuyme Bonpochl)

Appec: 129226, Mocksa, ya. [lokyknHa, 4. 16, CTp. 1, 7 3Tax, koMnaHua "Anagaud P. A."

TenedoHbl: +7(495) 223-00-01 (MHOroKaHanbHbIN), +7(495) 988-46-40

Pakc: +7(495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwuin)

Web: https://www.aladdin-rd.ru

Bpems paboTbl: exesHEBHO € 10:00 A0 19:00, KPOME BbIXOAHbIX W NMPa3HUYHbIX AHEN.
TexnogaepHHKa

Cnyxba Texnogepxku NPUHUMAET 3anpochl TO/ILKO B MMCbMeHHOM BuAe yepe3 Web-caiiT:
www.aladdin-rd.ru/support/index.php.
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ABTOpPCKMe NpaBa, TOBapHble 3HaKW, orpaHn4yeHnA

JlaHHbIN AOKYMEHT, BK/IOYas MOAGOP M PacmosioXeHWe WAOCTPAUMA 1
MaTepuanoB B HEM, ABNSETCA OOBLEKTOM aBTOPCKMX MPaB U OXpaHseTcs B
COOTBETCTBUM c 3aKOHOAATENIbCTBOM Poccuiickom Denepaunu.
O6nap,aTeneM NCKNKYNTE/TbHbBIX aBTOPCKUX N UMYLLECTBEHHbIX npas
asnserca 3A0 "Anagann P. A"

Mcnonb3osaHne 3Tux Matepuanos sobbim cnocobom 6e3 mucbMeHHOro
paspelleHus npasoobagatens 3anpeweHo M MOXET  noB/eyb
OTBETCTBEHHOCTb,  MPeAYCMOTPEHHYI  3akoHoAatensctBoM  PO.  [lpu
nepeneyaTtke W WUCMO/Ib30BaHWW AaHHBIX MaTepuanos aMbo 6O UX YacTu
ccbiikv Ha 3A0 "AnagavH P. ." obssaTensHbl.

Bnagensblem 3aperncTpuvpoBaHHbIX TOBapHbIX 3HakoB "AnasavH", Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto B/", norotunos u
HpaBOO6ﬂaAaTEﬂEM NCKTIOYNTENbHbIX MpaB Ha UX AVISal"’IH N NCNoNb30BaHN e,
naTeHTOB Ha COOTBeTCTByloWMe npoAykTel asaserca 3A0 "Anagaun P. 4"
HasBaHua npounx TeXHOﬂOFI/Il‘/‘I, ApOoAYyKTOB, KOMI'IaHVIIZ, ynomMuHawouimecs B
AAQHHOM JOKYMeHTe, MOryT ABAATbCA TOBAaPHbIMU 3HAKaMWM CBOUX 3aKOHHbIX
BN1ajAe/bLieB.

OrpaHquHme OTBETCTBEHHOCTW.

MHdopmaunsa, npuBeaéHHas B JaHHOM  JOKyMeHTe, MpejHasHayeHa
UCK/IIOUMTENIBHO 419 O3HAKOMJ/IEHUS U He ABAseTCs ucyepnbiaoweii. Coctas
NPOAYKTOB, KOMMOHEHT, UX GYHKLUM, XapaKTEPUCTUKKM, BEPCUM, AOCTYNHOCT b
1 np. MoryT 6biTb u3MeHeHbl 3A0 "AnagauH P. [1." 6e3 npesBapuTensHOr o
yBEAOMNEHUS.

3A0 "AnagavH P. [l." He rapaHTMpyeT HW OTCYTCTBMA OWWMBOK B AaHHOM
ZIOKYMEHTE, HMW TOro, YTO OnMucaHHoe nporpammHoe obecreveHune (MO) He
coAepXuT AedpekToB, byAeT paboTaTb B NPOM3BO/ILHO BbIGPaHHbIX YCA0BUAX
1 NpU 3TOM YA,0BNETBOPATL BCeM TpeboBaHMAM, KOTOpble MOryT bbITh K Hemy
npeabsiBAeHbI.

3A0 "AnagavH P. [1." He rapaHTupyeT paboTocnocobHOCTL HeneranbHo
MONy4YeHHOro MporpamMmMHoro obecneyeHus. HeneranbHoe WCNo/b30BaHMe
nporpamMMHOro obecneyeHns W AOKYMEHTAUWM Ha HEro npecneayerca mno
3aKOHY.
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Bce ykasaHHble [AaHHble O XapaKTepUCTUKaX MPOAYKTOB OCHOBaHbl Ha
MEXAYHAPOAHbIX WM POCCUNCKMX CTaHAAPTaX W pe3y/abTartax TecTMpOBaHUS
MONYYeHHbIX B HE3aBMUCMMbIX  TECTOBbIX  WAM  CEPTUPMKALMOHH bl X
naboparopusix, AMBO Ha MPUHATBIX B KOMMNaHUM MeToAMKax. B gaHHOM
pokymerTe 3A0 "AnagaunH P. /[1." He npeAocTaBnsfieT HUKaKMX HU SIBHbIX, HU
noApasyMeBaeMbIX rapaHTUM.

3A0 "AnagauH P. A." HE HECET OTBETCTBEHHOCTW (KAK B CUNY
AOrOBOPA, TPAXAAHCKOIO NMPABOHAPYLUEHWNA, BK/IKOYA A
XAZIATHOCTb, TAK W B /IOBON MHOW ®OPME) MNEPEA BAMW WU
OGO TPETBEM CTOPOHOW 3A J/IOBbIE MOTEPU WAM YBbITKM
(BK/TIOYAA KOCBEHHbBIE, ®AKTUYECKME WM NOBOYHbIE YBbITKW),
BK/IIOYASI BE3 OFPAHWYEHMA JIKOBbIE MOTEPU WAN  YBBITKMW
MPUBbINIBHOCTA BU3HECA, NOTEPIO AOXOAHOCTU nin
PENYTALWMW, YTPAYEHHYIO AW UCKAXEHHYIO MHOOPMALMIO UAN
AOKYMEHTALMKO BCIEACTBUME MCMNO/Ib3OBAHUSA MPOMPAMMHOIO
OBECMEYEHUA  WMAM  HOBOTO  KOMMOHEHTA  OMUCAHHOIO
NMPOAYKTA, AAXE ECAUN 3AO0 "Anagavu P. A." BblJIO MUCBMEHHO
YBEAOM/IEHO O BO3MOXHOCTW NO/AOBHbIX YBbITKOB.

[ocyAapCTBEHHOE peryanpoBaHMe W KCMOPTHbIA KOHTPOb.

OnucbiBaemMbll B fJaHHOM JOKYMeHTe MpOAYKT (MW MPOAYKTb) MOXeT
ABNATLCA WM coAepxaTb B cebe CPeACTBO KpUNTOrpaduueckon 3alyuTbl
nHdopmauumn (CK3W), aenstouieecs nNpesMeToM SKCMOPTHOTO KOHTPOAS.

Bbl corsiallaeTech C Tem, YTO NPOAYKT He ByAeT NoCTaBAATLCS, NepeAaBaTbC s
WK 3KCMOPTUPOBATLCSH B Kakylo-1M60 CTpaHy, a Takke WCMO/b30BaThC A
KakMM-1M60 NPOTMBOPEYaLLMM 3aKOHY 06pasoM.

Bbl rapaHTupyete, uTo GyaeTe cobitofaTh HaknajblBaeMble Ha 3KCMOPT
PeaKcnopT NPOAYKTa OrpaHUYeHus .

CBegeHunn, npuBeAéHHbIE B JaHHOM JOKYMEHTe, aKTyalbHbl Ha AaTy ero

ny6ankauum.

© 3A0 "Anagaunn P. [1.", 1995—2018. Bce npaBa 3aluLLeHbl.
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JINUEH3MOHHOE cornalwleHuve

Moxanyincra, BHUMaTeNIbHO NPOYMUTaliTe AaHHOE NLEH3NOHHOE COoralleH ne
npexae, 4YeM WCNO/b30BaTb COAEPXMMOE JaHHOrO KOMMAekTa ufuamn
npexJe, YeM 3arpyxaTb WM yCTaHaBAMBaTb MPOrpamMMHoe obecreveHue.
Bce yKkasaHMsi N0 WUCMOAbB30BaHMIO  NporpammHoro  obecneveHus,
npeagocTagnseMble 3aKkpbITbiM akLUMOHEpHbIM obuwecTeom "Anagauu P. A"
(M No6bIM ero A04YepHUM NpeAnpuATMEM — KaX/A0€e W3 HUX YNOMUHaeMo e
Kak  "KOMMaHWA"), MNOAYMHAIOTCA W  OyAyT NOAUMHATLCA  YCNOBUAM,
OrOBOPEHHLIM B J@HHOM COrfalleHun. 3arpyxas JaHHOe nporpamMMmHoe
obecneveHne (kak onpejeneHo Jganee Mo TeKCTy) M/MAM yCTaHaBAWBas
JaHHOe mporpammHoe obecneyeHne Ha Bal KoMMblOTEP WUMAU UCMONbL3YA
JAaHHOe nporpammHoe obecneyeHne WHbIM crnocobom, Bel npuHumaeTe
ZlaHHOe corfalleHne 1 COor/allaeTech C ero YCJI0BUSAMMU.

Ecan Bbl He corfiacHbl C AaHHLIM COTJ/IalleHMEM, He 3arpyxaiiTe uuan He
yCTaHaBNMBaliTe [JaHHOE MPOrpaMMHoe obecreyeHVe U He3aMeA/IMTeNbH O
(He nosgHee 7 (cemMu) AHeN C AaTbl O3HAKOMJIEHUS C HACTOSILMM TEKCTOM)
BepHUTe 3TOT npoaykt B 3AO0 "AnagauH P. A", ypanuTe paHHoe
nporpaMmHoe obecreueHne 1 BCe ero YacTU CO CBOEro KOMMbIOTEPa U He
MCMONIb3yiTe ero HUKOUM obpasom.

HacTosiuee nuueHsnMoHHoe cornaweHve (ganee "CornaweHue") sasnserca
ZOrOBOPOM, 3aKNIOYEHHBIM MexAy Bamu (dusmueckum wav opuamndeckum
JINLOM) — KOHEYHbIM nosb3oBaTesneM (ganee “lonb3osatens”’) —u” (ganee
“KomnaHus") OTHOCWUTENbHO rMepejayn HeuCKIoUMTeNbHOro  MNpaBa  Ha
MCNO/Nb30BaHMe HAacTosAWero NPorpaMMHOro obecneyeHuns, SBAsOWErocs
VHTeN/IeKTyaNbHOW CO6CTBEHHOCTbIO KomnaHuu.

MpaBa u co6cTBEHHOCTL

AAHHOE COMNALIEHVE HE ABAAETCA COTMNALIEHVMEM O MPOAAXE.
MporpaMmHoe obecnedeHne, BkAOYas BCe nepepaboTky, WCNpaBaeHUs,
MOAI/I¢I/IK6LUAI/I, AONOJIHEHUS, 06HOBJ1€HIAR I/I/I/IJHA YCOBEPLIEHCTBOBAHMA K
HeMy (Aanee Mo BCeMy TeKCTy M N06OWM ero 4acTu onpegensieMoe Kak
MporpammHoe obecnevenne wam MO), U CBA3aHHAA C HUM AOKYMeHTaLu A
HE A1a NMPOAAXWM un  asnsetca u  ocTaérca
NCKNOUMTENBHON COBCTBEHHOCTBIO KomnaHuu.

npeaHasHavaetcsa

Bce npaBa Ha WHTeNNeKTyanbHylO  COBCTBEHHOCTb  (BkIouvas, 6e3
OrpaHMYeHnit, aBTOPCKME MpaBa, KOMMEPYECKYlo TaiHy, TOBapHble 3HaKu, U
T.4.), noATBEPXAEHHbIE unu BK/IIOYEHHbIE B
NPUI0XKEHHbIE/B3aMMOCBSA 3aHHbIEMM el M e OTHOLWIEHMEe K  JaHHOMY
PYKOBOACTBY, JaHHble, cojAepXalimecsi B HEM, a Takke Bce npaea Ha [10

ABAAKOTCA U 6YAYT ABNATHCA COBCTBEHHOCTBIO UCKIOUMTENBHO KoMnaHmu.

[aHHoe cornaweHne He nepejaér Bam npasa Ha [lporpammHoe
OSGCI'IEHEHVIG, a b npeaoctasnaer orpaHu4yeHHoe npaso Ha
MCNo/1b30BaHME, KOTOPOE MNOANEeXWT OTMEeHe COr/jacHo yC10BUAM JaHHOro
Cornawenuna. Huyto B aaHHom CornalleHMn He NOATBEpPXAaeT OTKa3
KomnaHuu ot npaB Ha UHTENNEKTYya/lbHYIO CcoB6CTBEHHOCTb MO KakomMmy 66l TO
HU 6bI10 3aKoHOAaTenbCTBy.

JluyeHsusa

Komnanusa HacToAWMM  npeAoCTaBsfeT Bam, a Bbl nonyuaete
NHANBUAYANbHOE, HEUCKNoYMTEeNbHOe W OT3blBaeMOe OrpaHu4yeHHOe MnpaBo
Ha ucnonb3osaHue gaHHoro MO Toabko B $OpMe UCMONAHAEMOro KoAa, Kak
onucaHo B npunaraemoin kMO TexHWUYeCkoM/aKCnayaTaLMOHHO M
AOKyMeHTalunmn, U TOJIbKO B COOTBETCTBMU C ycnoBMAMKU  JaHHOToO
Cornawenus.

Bbl moxere yctaHoBuTb 1O M ucnonb3oBaTb €ro Ha KoMmmnbloTepax,
pacnonoxeHHbIX B npejenax Bawero npeanpuaTUs, Kak ONWUCaHO B
COOTBETCTBYIOLEA TEXHUYECKOW/IKCMAYaT al,MOHHOM  JokyMeHTauun MO u B
HacTofleM cornaweHnu.

Bbl  MoxeTe pao6aBuTb/MpucoeanHUTb  [porpammHoe obecneuveHve K
nporpamMmam A8 MO6UbHBIX YCTPOWCTB C @UHCTBEHHOW Lie/1blo, OMMUCaHHOM
B AaHHOM CornaweHuu. anIHIAMaH YCNoBUA HacTosALLero cor/aleHus, Bbl
cornalaeTecs:
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- He UCnosnb30BaTb, He MOAWGULMPOBATL W He BblAaBaTb CyBAMLEH3UM Ha
AaHHoe [porpammHoe obecrievyeHne u aoboe gpyroe MO Komnawum, 3a
NCKNOYEHUNEM ABHbIX pa3peu.|EHM|71 B AaHHOM COI’naLLIEHl/IM,'

- He MoAWMMUMPOBaTb, He JEMOHTWPOBATb, HE AEKOMMUAWPOBATb, He
PEeKOHCTPyMpoBaTh, He BMAOU3MEHATb M HEe pacwuMpATb  JaHHoe
MporpammHoe obecneyeHne W He NbITATbCA PaCKPbITb (MONYYNTb) UCXOAHbI €
KOAbl JAHHOro I'IporpaMMHoro OGECI‘IeHeHI/IH;

- He noMewatb AaHHoe I'IporpaMMHoe obecneueHne Ha cepBep C
BO3MOXHOCTbIO A0CTyna KHeMy TPeTbUX /UL, Yepe3 OTKPLITYIO CeTb;

- HE MCNo/b30BaTh Kakve 6bl To HU Bbino pe3epBHble UAN apXMBHble KOMUK
AaHHoro [porpammHoro obecneueHns (MM No3BONATH Komy-Anbo e é
MCNO/1b30BaTb Takune KOI'II/II/I) ¢ mobon uHow Luenbo, Kpome 3aMeHbl ero
OPUTMHaNLHOrO 3K3emMnafapa B C/y4ae ero paspylweHnsa WAM Haanumsa
AedekToB.

Tpe6oBaHWA K UCNONB30OBaHUIO

I'IporpaMMHoe OGECI’IeHeHMe AONKHO WMCNO/Ib30BaTbCA U 06C]'Iy)Kl/IBaTbC$I
CTpOro B COOTBETCTBUU C OnMUCaHUAMU N  UHCTPYKUUAMU KOMI'IaHl/Il/I,
NPUBEAEHHBIMU B AAHHOM W APYrUX AOKyMeHTax KOMnaHwWu, BTOM umMcie Ha
nopTane  OHMAWH  AOKYMEHTauuu  Ans  paspaboTumkos
(http://developer.aladdin-rd.ru/) .

KomnaHun

Ucnonbsosanue MO
Monb3osaTens Bnpase:

- BocnpousBoauTb O nyTém 3anucM ero B NaMATb 3/1EKTPOHHO -

BblYNCAUTENbHbIX MalnH |-|0/1b3OBaTe/1H, OorpaHuyeHHoe npasom
MHCTaANALNUM, KOMMPOBaHWA U1 3anycka nporpamm aas 3BM;
- BcTpameath MO nto6biM cnocobom B NpogyKThl U peleHns Mosb3osatens;

- pacnpoctpaHaTe O nbbiM CNocoboM UCKAOUMTENBHO B COCTaBe
NPOAYKTOB U pelleHunii Monb3osatens.

Mpu wncnonb3oBaHMM u pacnpocTpaHedun TO TMonb3osatens obsasaH
AeCTByIOW UM
MeXZAyHapOAHbIM

PYKOBOACTBOBATHLCA 3aKOHOAATeNbCTBOM  Poccuitcko it

Ddegepauumn [ 3aKOHOAAaTeNbCTBOM, yunTbiBa A
OrpaHNyeHns n AOMONHUTE/IbHbIE TpeGOEaHVIﬂ, KOTOpble MOryT BO3HUKaTb B
CBA3M C 3KCMOPTOM  WMPOBaNbHLIX  (KpMNTOrpaduyecknx) CpeacTs
Tepputopumn Poccuiickont Oedepaln v UMMNOPTOM TakuX CPEeACTB B Apyrue
CTpaHbl. B 4acTHOCTW, OrpaHWMyueHus U AOMO/HUTENbHble TpeboBaHUA MoOryT
BO3HMKaTb MNpW pacnpocTpaHeHun MO uepes MarasvHbl MNPUNOXKEHUN,
cojepxaline pasanydHble NPpUNoXeHUsa Ana MOBMBHBIX yCTpOl\/'ICTB.

Ycnosusa ncno/sib3oBaHUA, WU3N0XEHHbIE B HacToAwem cornaweHmm,
Ael‘/’ICTByIOT B OTHOLUEHMWN BCEro COAepXumoro I'IO, B YaCTHOCTM B OTHOLIEHUU :
- Av3aiiHa (rpaduku, pacnonoxeHns 3n1eMeHToB 0pOPMAEHNUSA U T.N.);

- BCEX MHbIX 31EMEHTOB, B TOM 4MC/e U306pakeHUt, GOHOrpaMMm, TEKCTOB.

I'IonyqaeMble Monb3oBaTeNeM HeUCKNoUNTeNbHbIe MMyl ecTBeHHble MNpasa
He BK/NIOYAIOT NpaBa Ha nepejady TPeTbMM /MLaAM Kakux-Anbo npas Ha
BCTpanBaHWeg, BOocCnpoun3sBejeHune, pacnpocTpaHeHne W WUCNo/ib30OBaHUe
nporpamm a8 3BM He B cocTaBe NpoAyKTOB W pelueHnii Monb3osatens.
KomnaHus coxpaHseT 3a cobolt Bce WCKAOUMTENbHble npaBa Ha MO wu
BXoAsluine B Hero KOMMOHEHTbl, BK/lOYas MNpaBa Ha nMpejocTaBNeHue
HENCKNIOUNTENBbHBIX N UCKIIOUYUTE/IbHBIX MPaB TPETbUM NnLL.aM.
Monb3oBatens BMNpaBe OCyWEeCcTBNIATb UCMNO/1b30BaHUE Mo s npeaenax,
npeAycMOTpeHHbix  Hactoswmm  CornalleHvem,
Tepputopun Poccuiickoin Geaepatn.

NCKNOYNTENIBHO Ha

O6cnyxuBaHme n noaaepxka

KomnaHus He HecéT o06s3aTeNbCTB MO NPEeAOCTaBAEHUIO  MOAAEPXKKU,
obcnyxmBaHns, MOANGMKALMN UM BbIXOAY HOBbIX pennsos MO.

OrpaHWyeHHas rapaHTus
KomnaHua rapaHTuMpyeT, uTO nporpammHoe obecneyeHne C MOMeHTa
npuobpeteHns ero Bamu B TeueHue 12 (ABeHaauaTM) Mecsues 6Gyget

d)yHKLI,I/IOHl/IpOBaTb B noJIHOM COoOTBETCTBUUN C ero
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TEXHUYECKOM/KCMYaT aUMOHHON  AOKyMeHTaLuel, npu yciosuu, uto MO
6yseT MCNo/Nb30BaTLCA Ha KOMMbIOTEPHOM annapaTHoOM obecrnedeHnn W C
OMepaLMOHHOW CUCTEMOW, AN KOTOPOW OHO BbiNI0 paspaboTaHo.

OTKa3s oT rapaHTMm

KomnaHusi He rapaHTupyer, u4TO nporpammHoe obecnedeHve 6yset
COOTBETCTBOBATL BalwMM XenaHuwsam u TpeboBaHWAM, uan 4to ero pabota
6yaer 6ecnepeboiiHoit uan HesownbouHoi. B 06béMe, npesycMOTPEHHOM
3aKoHOAaTeNbCTBOM — P®, KOMMaHMs OTKPLITO OTKasbiBaeTCs  OT  BCex
rapaHTUi, He OrOBOPEHHbIX 3/4eCh, OT BCEX MHbIX MOAPa3yMeBaeM blX
rapaHTUin. Hu OAMH W3 ANNEPOB, AUCTPUBLIOTOPOB, NPOAABLOB, areHTOB UAN
COTPYAHWKOB KOMMaHUM He YMOJHOMOYEH MPOU3BOAUTL MOAUbUKALM K,
PaCIUMPEHUs UM AOMONHEHUS K AaHHO FapaHTuM.

Ecnu Bol npounssenu kakue-nn6o moandukaumm MO uaun no6oit 13 ero vacteit
BO BpeMs rapaHTWiiHOro nepuoja, MO MOABEPTNOCH MOBPEXAEHU IO,
HEOCTOPOXHOMY WM HerpasunbHOMY o6palyeHiio, ecam Bbl Hapywmaw
noboe U3 ycnosuin Hactosiwero COrnaleHus, TO rapaHTusi, ynomsiHyTas
Bbille B pasAene 5, 6yAeT HEMEANEHHO MpeKpaLleHa.

FapaHTUs HejelcTenTenbHa, ecn MO UCNONL3YeTCH B COYETAHUM C UHBIM
annapatHbIM M/MAU NPOTPaMMHBIM OBECTIEYEHNEM, OT/IMYHBIM OT OMMCaHHbIX
B TEXHUYECKOW/SKCMNYaT aUMOHHON  AOKYMEHTaUMK, WAW UCMONb3YETCH Ha
KOMMbIOTEPE C N0BbLIM YCTAHOBEHHBIM HEULEH3NOHHBIM MPOTrPaMMHbIM

obecneyeHvem.

OrpaHuyeHue Bo3MeleHUA

B cnyyae HapylleHMs rapaHTUW, OrOBOPEHHON Bbile, KomnaHusa MoXeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMEeHUTb I'IO, €C/IN 3TO He MPOTUBOPEYUT BbILLEYNMOMAHYTOMY OrpaHU4YeHn o
rapaHTuu;

- BO3MeCTUTb CTOMMOCTb, BbifMsladeHHylo Bamu 3aO.

I'apaHmﬁHble Tpe6osaH|4ﬂ AOJ/IKHbI 6bITb BbICTAB/IEHbl B MUCbMEHHOM Bunae B
TEYEHWEe TapaHTUMHOrO NepuoAa, HO He nosjHee 7 (CeMUu) AHE C MOMEHTa
obHapyxeHus  AedekTa, M copepxatb B cebe MNOATBEPXAEHWUS,
yaoenetsopsitowme Komnanuio. Bcé MO (Bce sk3emnasipbl, umeroljmecs y
Bac) AonxHO 6bITb Bo3BpaleHo KOMMaHWM M OTNpaBAeHO BO3BpaLLalolL et
CTOPOHOW C OM/IAYeHHOW CTOMMOCTbIO MEPEeBO3KWU W, NPU HeobXoAMMOCTH,
cTpaxoBku. dk3emnaspbl MO f0xHbI 6bITb OTMPABIAEHbI C KOMMEN NAATEXHbI X
AOKYMEHTOB U HakNaAHbIX.

UcknoyeHne KoCBEeHHbIX y6bITKOB

CTopoHbl MpusHaloT, uto [MporpaMmHoe obecreueHne He MOXeT 6biTb
MOJIHOCTBIO /IMWEHO OWN6OK. KOMMNaHWs He HECET OTBETCTBEHHOCTM (KaK B
CUAY AOrOBOPA, FPaXAaHCKOro NpaBOHAapYLIEHUs, BKAOYas XaNaTHOCTb, TaK
1 B nto6ow nHoi dopme) nepes Bamu naum no6ol TpeTbeii CTOPOHOW 3a Ntobble
nortepn wnau y6bITKl/I (BK/HO‘Jaﬂ KOCBEHHbIEg, d)aKTMHECKI/IE, nobouHble MK
noTeHuManbHble y6bITKM), BKItOYas, 6€3 orpaHuyeHwi, nobble notepu uan
yBbITKM MpPUBLIIBHOCTU 6K3HECa, MNOTEPI0 AOXOAHOCTU WM penyTauuu,
YTPAUeHHYIO UM WUCKDKEHHYIO  MHPOPMALMIO  WAM  JOKYMEHTaL U 1o
BCaeACTBUE Kakoro-nn6o NCNo/sb30BaHUA AQHHOr O nporpamMMmHoro
obecrnieyeHns nmam 1060 KOMMOHEHTbI AAHHOFO MO, AdXe eCAN KOMMaHWs

MUCbMEHHO YBeJOM/ieHa O BO3MOXHOCTU I'IOA06HbIX y6bITKOB.

Orpan-leHMe OTBETCTBEHHOCTU
B C/ly4ae ec/iv, HeCcMoTpsA Ha YCN0BUA JAAaHHOrO Cor/ialweHus, KoMmnaHusa

Npu3HaHa OTBETCTBEHHOM 3a YBbITKM Ha OCHOBAHWMW Kakux-Anbo AedekToB
WIN HeCcoOTBETCTBUA MPOrpammHOro obecrneveHns Bawmm OXWAAHUAM ,
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NO/IHas OTBETCTBEHHOCTb 3a KaX/Ablli 3K3eMNAAp AepekTHOro NporpamMMHOro
obecneyeHns He 6yaeT npeBbllwaTb CyMMbl, BbinaayeHHoW Bamu 3A0
"Anaaavid P. [1." 3a3t0 NO.

MNpekpaleHne AeMCTBUA cOrnalieHus

B cnyyae HesbinonHenus Bamu ycnosuit aaHHoro CornaweHus geictsue
Bawweit anueH3um u HacTosiwero CornalweHns 6yAeT npekpalyeHo.

Mocne npekpalieHns AeNcTBus AaHHOrO JIMLLEH3MOHHOTO COr/aleHNs :

- InLeH3na, npeaocTasB/ieHHasa Bam AaHHbIM COI’J‘IaLLIeHI/IEM, npekpawaeTt
CBOE Ael\/'ICTBl/IE, n Bbl nocne eé npekpaleHMa He CMOXeTe npoAoJ/iKaTb
AanbHellee  WCMNONb30BaHWE gaHHoro [porpaMmHoro obecnedeHus u
APYrvX IMUEH3NOHHbIX [poAYKTOB;

- Bbl HesameaauTensHo BepHéTe B KomnaHuio Bce ak3emnaspbl MO u Bce
KOnuM  TakoBOFO  uUmam  coTpéTefysanute nobylo  MHbopmaumio,
COZlepXKaLlLlytoCA B 3/1€KTPOHHOM BUZe.

MNpumeHUMoOe 3aKoHOAaTENbLCTBO

[JaHHoe CornaweHue AONXHO OblTb WMCTONKOBaHO W OMNpeaeneHo B
COOTBETCTBUM  C  3akoHoAaTenscteoM  Poccuiickort  Degepauun  (3a
MCKNOYEHNEM  KOHGIMKTE  MPUMEHEHUS MPaBOBbIX HOPM), U  TONBLKO
POCCUIACKWIA  Cys YNONHOMOYeH OCYLLeCTBAATbL NpaBocyane B 06bIX
KOH¢J‘II/IKTBX “u cnopax, BblTeKar W nx 2] AaHHOr O CornaweHuns .
HeBo3MOXHOCTb Ans NGO U3 CTOPOH BOCMONbL30OBaTLCA t06LIM U3 Npas,
NPeAOCTaBNAEHHbIX el Mo AaHHOMY COrnalleHunto, WA NPUHATL Mepbl NPOTUB
APYrol CTOpOHbl B C/iydae J/t060ro HapyleHus CBoux 06s3aTenbcTB Mo
CornaleHnio He JO/IXHO PacCMaTpuBaTbCsi Kak OTKa3 3TOW CTOPOHbI OT
nocneayrowero MOHYXAeHNA K MPU3HaHWIO CBOWUX NpaB WAW COBEPLUEH U0
NOCNeAYIOWMX ACTBUI B Cy4ae AANbHENLWMX HAPYLIEHWI.
[ocyAapCTBeHHOe perynnpoBaHue W 3KCMOPTHBINA KOHTPO/b

Bbl cornawaetecs ¢ TEeM, 4TO MO He 6yAeT Bamu NocCTaB/ATLCA, NepejaBaTbCa
nan 3KkcnopTmpoBaTbCa B KaKyPO-J'Il/IGO CTpaHy, a TakXe WNCNnoNb30BaThbCA
KakuM-1n6o ApoTuBOpeYalW MM 3akKOHY U YC/10BUAM HacTOSALLEero cornaweHua
obpasom. MO sABnserca npeaMeToM  AOMNOAHWUTENLHOIO  3KCMOPTHOMO
KOHTPO/IA, OTHOCAWerocs K Bam nau Baweit topucankummn. Bol rapaHtupyeTe,
yto byseTe cobNlOAATL HAKNAAbIBAEMbIE  OFPaHUYEHWUs Ha SKCMOPT W
peakcnopT MO.

PasHoe

HaCTOHLLI,eE CornaweHue npeacTaBnaer cobol nonHoe cornaweHune,
oTHOCALLEeCs K AAHHOW JIMLEH3UM, U MOXeT OblTb WM3MEHEHO TOJ/IbKO
nocpescTBoOM NUCbMEHHOrO  COr/lalleHnsi,  NoAnucaHHoro  obenmu
CTOpOHamMu. Ecan BbIMNO/IHEHUNE KaKOFO-/‘IVIﬁO ycnhosua HacToAuwero
CornaweHns  NpPeACTaBAsETCA  HEBO3MOXHbLIM, Takoe yciosue 6yaeT
CKOPPEKTUPOBaHO TOABKO B Mpeaenax, obecneunBaloWMX BO3MOXHOCTb
BbINOJIHEHNA JaHHOT O yC/10BMA.

A NPOYUTAN N NOHAT HACTOALWEE NMMUEH3NOHHOE COTNTALLEHWE U
COrNACEH BbIMOJIHATL BCE EFO YC/10BUS.

A NPUHUMAKD AAHHOE NNUEH3VMOHHOE COTNALUEHWVE LIEIMKOM.
EC/IN 9 HE MPUHUMAKO 3TO JIMUEH3VMIOHHOE COTJIALLEHME WAN
XOTH Bbl OAWH W3 EFO MNYHKTOB, TO AAHHOE NULEH3MOHHOE
COTNAWWEHME HE BCTYMAET B CWIY, U 4 OBA3YHOCb HE
YCTAHABAMBATL W HE WUCMNO/Nb30BATbL AAHHOE MPOMPAMMHOE
OBECMEYEHVE.
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1. BBegeHue

JaCarta U2F — 31eKTPOHHBIN KoY, NpeHa3HauYeHHbIN A8 YCUNEHWUSA NapOo/IbHOM 3alMThl YH4ETHbIX 3anucen
Ha pas/IMYHbIX MHTEPHEeT-pecypcax (carTax, oHManH-cyxbax). Takum obpasom, ncnosbsosaHue JaCarta U2F
obecneunBaeT ycuneHHyto AByxXbakTOpHYl0 ayTeHTUdUKaLmIo.

)
U *B Ha CTOALLEM AOKYME HTE A7 0603HAYE HUA NOHATUA « ABYXPAKTOPHAA ayTEHTUPUKALLMA» TaKIKE UCMONb3YHOTCA
cnoBocoyeTaHuA "aByxaTanHaa ayTeHTUPUKauma" n "aByxaTanHaa nposepka".

OAVH 3/1eKTPOHHBIN KJIHOY MOXET MUCMO0J/Ib30BaThCA A8 A0CTYNa K Pa3/iMyHbiM caiTaM. C 31eKTPOHHbIM

kntoyom JaCarta U2F npouesypa ayTeHTUDUKALMM CBOAUTCSH K ClegytoLiemy:

1 Mo/b30BaTeNb MpeAbaBAsSeT CBOE UMs MOb30BaTE/S U NapoJib B Ka4ecTBe nepBoro ¢pakTopa
ayTeHTubMKaumy;

2 eC/IM NpeAoCTaB/eHHble AaHHbIE BepHbl, Moib3oBaTeNb nogcoeguHseT JaCarta U2F Kk komnbioTepy 1
HaXXMMaeT Ha KHOMKY Ha KOpryce 3/1eKTPOHHOro KAo4a, NpeabsBasas Takum obpasom BTopol pakTop
ayTeHTUbMKaLmK.

B HacTosiLieM J0KyMeHTe Ha NpuMepe y4éTHOM 3anucu Dropbox (https://dropbox.com) npegcTaBneHo
onucaHue ciesytoLux NpoLeayp:

® perucTpaumsa 3IeKTPOHHOro Katova JaCarta U2F Ha caliTe;
e ayTeHTMOMKaUMA C MCMONb30BaHNEM 3/IEKTPOHHOTO Katoya JaCarta U2F;
e [elCTBMA B C/lyvyae yTepu UK BbIXOAa U3 CTPOA INEKTPOHHOro Kntova JaCarta.
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2. CncteMHble TpeboBaHUA anAa ncnonb3osaHmnA JaCarta
U2F

Mepes Tewm, Kak ucnonbzosatb JaCarta U2F, ybeaunTech B TOM, YTO Ball KOMMbOTEP COOTBETCTBYET
HeobXO0ANMBIM CUCTEMHBIM TPeboBaHUAM.

OnepauuoHHble cucTembl cemericTea Windows/Linux/Mac OS gns nepcoHanbHbIX
OnepauuoHHas cuctema

KOMMbIOTEPOB.
Epayse Google Chrome 38 1 6on1ee no3aHux Bepcuin, Opera 40 v bonee no3aHUX Bepcui, Firefox
paysep yepes U2F naaruu.
rve TpeboBaHus Hannune USB-nopTa.
Apy P p
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3. Ncnonb3oBaHue JaCarta U2F

NepBoe nogkntoveHme JaCarta U2F K KoMnbloTepy

Mpw nepeom nogcoeaunHeHnmn JaCarta U2F K komnbloTepy Oy eT BbINOJIHEH MOWCK W aBTOMaTUYecKast
YCTaHOBKA HeobXxoAMMbIX ApaiBepoB. ITo AencTBre OByAeT NPOM3BEAEHO OAUH Pas v NpU NOCAESYOLWMX
nogkatoyeHusx JaCarta U2F k 3ToMy KOMNbloTepy NOBTOPSITbCS He byaeT. MNocsie NoAKNOUYEHNS U YCTaHOBKM
[ pariBepoB CBETOBOM MHAMKaTOp Ha kopnyce JaCarta U2F HauHET ropeTb HEMpepbIBHO - 3TO O3HAYAET, YTO
371eKTpoHHbIA Katoy JaCarta U2F roTos k paborTe.

Pernctpauma JaCarta U2F

Dropbox (https://dropbox.com) npegocTaBaseT BO3MOXHOCTb PErMCTPALMIN 371eKTPOHHOMO K/toYa
JaCarta U2F, To/1bko Moc/ie TOro Kak NoJ/ib30BaTeNb BKAOYAT B KauyecTBe BTOPOro ¢akTopa ayTeHTudmKaLmm
o/ HopasoBble napoau. Takum obpasom, peructpaums JaCarta U2F nponcxoauT B 4Ba 3Tana:

1 HacTpolka MoJly4YeHUs OAHOPa30BbIX MapoJein A/ J0CTyNa B y4ETHYIO 3aMWCh;
2 HenocpegcTBeHHas peructpauuns JaCarta U2F.

p

>, ! e

U Ecnu Bbl y)Xe HaCTPOMM NapameTpbl NOJTy4eHUA 04HOPA30BbIX NapOo/en ANA AOCTYNa K YH4ETHOW 3annCK, Bbl MOXKeTe cpasy
nepexoauTb K permcTpaumm JaCarta U2F.

Mpw HacTpoWKe NOMyYeHUs O4HOPA30BbLIX MapoJiel Bbl CMOXETe BblbpaTh, Kaknum obpasom Bbl byaeTe
MoJly4aTb 3HAYEHUS O4HOPA30BbIX MapoIeN:

e 0AHOpPa30Bble Napov byayT oTNPaBAATbCA BaM B SMS-coobLeHunx;
e 0AHOpPa30Bble NAapPoav byayT reHepuMpoBaTLCA NPUNONKEHUEM, YCTAHOBNEHHbIM HA BaleM MOBUIbHOM
ycTpoicTBe.

Y70 KacaeTcs Moc/NesHero BapMaHTa, B 3aBUCMMOCTU OT TUMNa MOBUIBHOrO YCTPOMCTBA Bbl MOXETE
MCMO/Ib30BaTb CAEA Yol Me NPUIOXKEHNS:

e Google Authenticator (on1a Android/iPhone/BlackBerry);
e Duo Mobile (gn1a Android/iPhone);

e Amazon AWS MFA (Android);

e Authenticator (gna Windows Phone 7).

HacTpoiKka napamMeTpoB Nosy4eHnAa 04HOPAa30BbIX Naposen

Y106bI HaCTPOWUTb MNapaMeTpbl NoJy4eHNda O4HOPAa30BbIX naponef/'l, BbIMONHUTE caeayouwmne AEVICTBMH.

1 BbinonHuTe BXOA B Npoduab Ha canTe Dropbox.
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2

Ha cTpaHuue npoduns WENKHUTE Ha CBOEM UMEHU W BblbepnTe HacTpoliky, Kak NoKasaHo HUXe.

V.1.0

Dropbox

Get Started with Dropbox.pdf 2/10/20

christopher
golubev

OTobpasunTcs cnegyrowas cTpaHuLa.

HacTpoitkn
NMpoduns AKKIYHT Ee30onacHoCTE
christopher galubev wzmenurs
AobaenTe 1. Ti
— 13MEHWTE 3ApEeC INEKTPOHH

3 [lepengute Ha Bknagky besonacHocTb.
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CTpaHuLa NpuMeT CaefyoWwmnii BUS,.

HacTpoiku

NMpoduns AKKAYHT BesonacHocTs

Dropbox

CocToAHKe BKNHOUWTE

4 B cexkuymm [lByxaTanHaa nposepka WENKHUTE Ha cCbiike BkalounuTb.

OTobpasutcsa ciegytouiee coobuieHue.

BKNKOUUTE ABYX3TaNHYH NPOBepKY

TenedoH.

JononHUTENEHEIE CBELEHIA

AByx3TanHan npoeepka ofecneyreaeT JONONHUTENLHYHO 3aLLMTY Ballerc akkaydTa. Mpu
KaxAoM BXOAe Ha Bed-caiiT Dropbox AW NoAKNKYEHWW C HOBOTO YCTPORACTES, Heobxogumo

KpoOMe Napona BBeCTH TakKXke U Kog BezonacHoCTK, DTI'IpEIE;"IE-iHhIIFI Ha Ball MoBWUNEHEIRA

5 LWénkHute Ha kHonke C yero HauyaTh.

OTobpasutcsa ciegytowas popma.

BkntounTe ABYX3TanHy NpoBepKy

B uenax 6ezonacHOCTY BEEAUTE Naponb ANs

aponb

6 B noneMaposb BBegUTe TeKyL M Maposib NO/b30OBaTENA U HaXMUTe Janee.
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OTobpasutcsa ciegytowas popma.

BKNKOUUTE ABYX3TaNHYH NPOBepKY

Kak 6bl Bbl XOTENWN nonyynThe KOAbI fezonacHoCcTU?

Mcnonskzo0BaTh TEKCTOBLIE
coobuieHWA

Koasl BezonacHocT ByayT
OTMPABNEHEl H3 B3l MOBWAbHEIR
TenedoH.

MicnonbzoBaTk NporpaMmMy Ans
MOBUNBHBIX YCTPOWCTB

Kokl BezonacHocTy Byaet
GOPMUPOBaHEI MPWUIDKEHWEN
NpOEEpKW NOAAUHHOCTH.

7  Bbibepute cnocob nosyyeHns o4HOPA3OBbIX Napoelt

V.1.0

e MWcnonb3oBaTb TeKCTOBble cOOBLiEHUEe — 0AHOPaA30Bble Napoan byayT oTnpaBAATLCA BaM B SMS-

CcoobLEeHUnsnX.

e Wcnonb3oBaTb Nporpammy Ans MOBUNbLHBIX YCTPOICTB —0AHOPa30Bble Naposiv byayT

reHepunposaTbCA MOBUNbHBIM N punoxxeHnem

@ *B HacTosLLeM AOKYMeHTe 45 IpUMepa ByAeT UCNONb30BATLCS Ba pUaHT MCnoab3oBaTb NPOrPaMMYy AR MOBMABHBIX

YCTPOWMCTB.

8 Haxmwute fanee.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OTo0bpasutcs ciegytouiee OkHO.

BKNHOUUTE ABYX3TaNHYH NPOBepKY

MpunoxeHWe NPOBEPKX NOANMHHOCTA NO2B0AET BaM GOPMMPOBaTE koAbl BE30NacHOCTY Ha
CBoSM TenedoHe 623 HeoBXoAUMOCTM NONYUEeHWA TEKCTOBLIX COoBLeHA. ECNM Y Bac eLe HeT
TaKOro MPUIoHKEHWA, Bbl MOXETE BOCNONL30B3THCA OAHWM M2 3THX NPUIOXEHNH.
NopAZOK HACTPORKKM NPUADXKEHWA NPOBEDKW NOANMHHOCTIA

@ [oGaBbTe HOBLIA MapKep Ha OCHOBE BPEMEHI.

BDEI'IDJ'I:-B}'H'E‘CI: npUnoxeHemM 4nA CKaHWPDOBaHWMA WTPKWXKOAd MNW EBEANTE CEKPETHE

KMHOL

Y UHYHD.

9

V.1.0

MCI'IOJ'Ib3yl>]Te mMobuibHoe YCTpOVICTBO, yTobbI C nomoubo MOBUBHOIO NPpUNIOXeEHNA OTCKaHNPOBATb QR-

Koa. Mocne yCcnewHoro cKkaHnMpoBaHUA B OKHe 6pay3epa HaXXMuUTe Aanee.

OTobpasutcsa cnegytowas dopma.

BKto4KUTE ABYX3TanHy NpoBepky

Y106kl NPOBEPWTE NPABWIEHOCTE HACTPOWKK, BBEAWTE KO/ B230NacHOCTY, ChOPMMPOBAHHEIR

nprnoxeHem NpoEEpKKU NOLAMHHOCTIA Ha Ballem MOBUAEHOM ‘)J-:_DE'I::IE_BE.

10 C MOMOLYbIO MOBUABHOIO MPWUIOXKEHWSI CreHepUpyiTe O4HOPA30BbIA Mapob A5 YHETHOM 3anucu

Dropbox v BBeguUTe 3HauYeHMe 3TOro Napossa B cBO6OAHOE MoJie, NOC/1e Yero HaxmuTe [flanee.
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OTobpasutcsa ciegytowas popma.

BKNKOUUTE ABYX3TaNHYH NPOBEPKY X

3anacHoid Homep mobuneHoro TenedoHa (HeocOAzaTENBHO)
Ecnu Bbl NoTepAeTe AOCTYN K OCHOBHOMY YCTPORCTEY, reHepupyoLLeMy kogkl Be3onacHocTK,
Mbl CMOXEWM OTNPEBUTE BaM WX H3 2aNacHOR MoBUNEHEIR HoMED.

Poccwg +7

11 BbinonHuTe cnepyolwme aencTeus:

e B BbliNagatloWeM CMUCKe BbibepuUTe CTpaHy, B KOTOPOI 3aperMcTpMpoBaH Ball COTOBbIN TenedoH;

e BCBOBOAHOM MoNe BBeAUTE HOMEP CBOEro CoToBOro TenedoHa 6e3 ykasaHuaA Koda CTpaHbl, cieays
npumepy: 912 345-67-89;

® Haxmute fanee.

OTo6pazuntcs ciegytoliee oOkHO.

BKNHOUNUTE ABYX3TaNHYH NPOBepKY X

Kogel GezonacHoOCTH 6yﬂ,yT CreHepypoBaHbl NpUNoxeHemMm NPpoEepK NOANMHHOCTK.

B KauecTee KpﬂﬁHeﬁ Mepkl 3TW 2anNacHeIe KOkl 4OCTYNA MOXKHO Ey,ﬂET
MCNoNBE20BaTE ANA OTKNHYEHWA ,[IB_‘,‘)(EITH[‘IHOE NPpoBepK N BOCCTaHOBNEHWNA

ACCTYNA K aKKayHTY.

t7k4 1nln ucpc bub7

JanVWKTe KoALl M COXPaHUTE MX B HRAEXHOM MeCTe.

Haszag BrniouwTe ABYX3TANHYIO NPOBEPKY

12 LLénkHnTe Ha KHoMke BiitounTe gByx3TanHyto NpoBepKy.
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OTobpasutcsa cnegytouiee coobuieHwe.

Nozapaensaem! Bbl BKIKYNAAW ABYX3TaMNHYH NPOBEPKY. X

C 3TOMD MOMEHTZE npw BXxoae Ha Befi-caiT Derl]DK Wnan NpyM No4AcoegHEHNM K HOBOMY

y-:“pDIFIE“B}" OyaeT HeoOxXo4WMMO BEECTW Ko4 DE30MacHoCT Co CBORrD TenedoHa.

NNeToBo

13 Haxmute lNoToOBO.

HenocpeacteeHHaAa peructpauynAa JaCarta U2F

YTtobbl 3apernctpuposats JaCarta U2F, BoinoaHuTe cnegyolme aencTeus.

1 BbinonHute Bxoa B npoduab Ha calite Dropbox.
2 HacTpaHuue npoduns WENKHUTE Ha CBOEM MMeHM No/b3oBaTens U1 BbibepuTe HacTponku, Kak nokasaHo

HWXe.

Dropbox ‘ ." >, christopher
~.' golubev

Get Started with Drop
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OTobpa3unTca cieaytowas cTpaHuLa.

HacTpoitkn
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Mpodnns AKKaY

christopher galubev wzmenurs

3 [Mepengute Ha Bknagky BesonacHocTeb.
Bknaska BesonacHocTb ByaeT BoirnageTs cnegyowmm obpasom

HacTpoWkn
podUNL AKKAYHT Ee30nacHocTs
Dropbox
13MEHWTE Naponk
3abbinm Napons?
CocToAHne OTKNHOUNTE
MpunoxeHue
OcHOBHOR ayTeHTUgUKaLMIA
13MEHWTL
Pe3epBEHan KonKA H3meHn
Kog BOCCTaHOBNEHWA Mokazate
Ny Be30NacHoCTI _
NobaenTe

4 B cTpoke Kntoun 6esonacHoCTy LW ENKHUTE Ha ccbiike [lo6aBUTb.
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Joctyn k Dropbox ¢ ncnonssosanmem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OTobpasutcsa ciegytowas popma.

[lo6aBUTb KN4 6€e30MacHoCT X

B uennax GezonacHoCTH BBeANTE Naponb AnAa - PO —

Maponeb

5 B none I'Iaponb BBeAUTE TEKYLIJ,I/II\/'I Napoab NMNO/ib30BaTeNA U HaXMUTE Aanee.

OTobpasutcsa cnegytouiee coobuieHwe.

[Jo6aBnTh KNHOY 6e30MacHOCTH X

Enaro,ﬂ,apﬂ RHMY 6E30MNaCHOCTH Bbl MOXeTe He30NacHo 1 y,[l,GﬁHD

') @ ] -  BXOAWTL B aKkayHT Dropbox ¢ NOMOLLI ABYX3TanHOR NPOBEPKMK.

AononNHWTENLHbIE CBRAEHWA

YTobkl H34YaTk, EaM NOHaA0BMTCA KNKY Be3onacHoCTH Ha USB.

6 Haxmute HayaTb ycTaHOBKY.

OTobpasuTcs cnegyroulee cooblueHue.

[J06aByTb KN4 Be30MacHoCTI X

Ans Hauana BCT3BETE KNKDY DezonacHocT B USB-nopT.

o) @ I =  JonONHWTENLHEIE CBEJEHIUA

V.1.0

7 NMoacoeavHuTe 31eKTpOoHHbIM Koy JaCarta U2F k KOMMNbOTepy, Moc/e yero Haxmute Koy BCTaBaeH.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO NO NPMMeHeHU 0 V.10

OTobpasutcsa cnegytouiee coobuieHwe.

[JobaBnTb KNHoY Be30NacHoCTA X
_— C H,‘LE_ NOWCK KNK4Ya Ge30nacHoCTH,

—
[ @ \] Ecnn Ha Ballem knkode Ge30NacHOCTH MMEETCHA KHOMKE MK

30MOTWCTEIA GUCK, H3MMMWTE Ha HWX CeAdac.

Hy®Ha nomouls?

8 HaxmwuTte Ha kHoMKy Ha kopnyce JaCarta U2F.

Mocne ycnewHon peructpauun JaCarta U2F oTobpasutcs cnegytolee coobuyeHne.

[J0oBaBWTb KNKOY 6e30MacHOCTH X

Knkou gobaenen!

@ j Tenepb NpW Bxofe B Dropbox ¢ NoMoLLER ABYX3TaNMHON NpoBEpKK

Ebl MOXETE WCNONB30BaTE KNHY DE30NACHOCTH.

9 Haxmute lNoToBo.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO NO NPMMeHeHU 0 V.10

Bknagka BesonacHocTb ByseT MMeTb CneAyowWwmi BUA,.

el Kmou BezonacHocti gobasnen
&

HacTpoiiki

qqqqqqq

Dropbox

rNpynoxeHne

OCHOBHOMR yTeHTUDUKALMIA

1 knwoy 1ZMEeHNTE

S nekTpoHHbIN Koy JaCarta U2F 3aperncTpupoBaH, 1 ero MOXHO MCNO/b30BaTb A5 A0CTyNa K YH4ETHOWM
3anucu Dropbox.

AyTeHTUdumKaumAa ¢ noMmouwbro JaCarta U2F

B HacTosiLemM A 0oKyMeHTe pacCMaTPUBAIOTCS CLEeHapuK, B KOTOPbIX UMS 1 Mapo/ib NoJib3oBaTess He
coxpaHeHbl B bpaysepe, cies0BaTe/IbHO, OHU He MOACTaBASIOTCA aBTOMATMYECKHN, MO3TOMY UX HYXHO

BBOAMWTb BPYUHY!O.
Y1066l BONTK B Npod b yuéTHON 3anmcu Dropbox, BeINOAHWTE Caegytolme JencTBus.

1 MMogcoegunHuTe JaCarta U2F k komnbloTepy U 3aiauTe Ha canT https://www.dropbox.com/.

2 B BepxHelt naHenun canTta WENKHUTE Ha cCblike BolTw.

:‘3 Dropbﬂx CKa4aTb NPUNOXEHWE - BOWTK
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OTobpasutca ciegytowas popma.

BolATk

| IanoMHWTE m

IBUIA Mapons?

4

KOTOPbIM Bbl PErMCTPUPOBaaUCL Ha canTe Dropbox, 1 napoab nonb3osaTens.

HaxmuTte BonTn.

OTobpasutcsa cnegytouiee coobuieHue.

Boitw

o @ :] -

YToObl BOCNONB30BATLCA KOWOM Be30NacHOCTH,

BCTABbTE €ro B NOPT )

BcTaebTe CEOWM KMHOY, 3 NOTOM HaXMKWTE Ha KHONMKY MNu
3I0N0TUCTBIA AWCK Ha ero kopnyce (ecnw TakoBRIE2

AMEHTCA).

OBEpATE 3TOMY KOMNBHTEDY
¥ ¥

BMECTO 3TOro CNonb3yiTe ANA ABYX3TanHOW NpoBepKX

MOBWUNEHEIR dYTEHTUWPKWUKATOPD

5

HaxmunTe Ha kHonky Ha kopnyce JaCarta U2F.

V.1.0

B nosis Aapec aneKkTpoHHoli nouTbl 1 Maposib BBeAMTE COOTBETCTBEHHO aZpec 3/1eKTPOHHOM MOYThI, C

@ % He ycTtanaBnusaiite dnaxok [loBepATb 3TOMY KOMNbIOTEPY. EC/IM Bbl yCTa HOBUTE 3TOT GNAXKOK, TO PEXK MM ABYXPaKTOPHOM
ayTeHTUGUKaLMM ANA AOCTYNa K Y4ETHOM 3aNmCK Ha STOM KOMMbioTe pe ByAeT OTKNO4EH. 18 BXOAa noTpebyeTca BBe CTM TONbKO
napo/ib Noab3oBaTens. ECm Bbl Cy4altHO YCTaHOBMAM 3TOT G1aXKOK, Bbl MOYKETE CHOBA BK/THOUUTb PEXKUM ABYXDAKTOPHOWM

ayTeHTUPMKaLLMM A5 STOTO KOMMbIOTEPA.

Bxoa B npoduab yUETHOM 3anmncK OCyLLeCTBAEH.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO NO NPMMeHeHU 0 V.10

[enctenA B cnydae yrepu nnam nonomMen JaCarta U2F

Ecnu Baw an1ekTpoHHbIM katoyd JaCarta U2F 6bi1 yTepsiH nuau Boilwen M3 CTPOSi, BO M3bexaHne KoMnpoMeTaLmm
caenyeT yAanuUTb CBefeHnsi 0 HEM M3 Npodus YUETHOW 3amuCH, yCTPaHMB TeM CaMbIM CBSI3b MEXAY
3/1eKTPOHHbBIM KJ/TIOUOM W YYETHOM 3aMUChIO.

YTobbl yaanuTb cBeAeHus 06 anekTpoHHOM ktove JaCarta u3 npoduns yuéTHon 3anmucu Dropbox, BeinoaHuUTe
cneaylolme fencTeus.

1 3angwuTe Ha caiT Dropbox u BBeguTe MM Nosb3oBaTens (afpec 3NeKTPOHHOM MOYTbI) M NapoJb 418
A0CTYyNa K y46THOW 3anuncu.

Ha aTane, korga Heobxoaumo ucnosnb3osats JaCarta U2F, oTobpasuTcs cnegytolee coobuieHue.

Boitw

o® :|—>

YToObl BOCNONB30BATLCA KOWOM Be30NacHOCTH,
BCTABbTE €ro B NOPT [

BcTaebTe CEOA KIHOY, 3 MOTOM HAXMMTE H3 KHONMKY MNu
30M0TWCTEIA QUCK HA ero Kopnyce (eCnv TakOBble

NMEHITCA).

OBEpATE 3TOMY KOMNBHTEDY
¥ ¥

BMECTO 3TOro CNonb3yiTe ANA ABYX3TanHOW NpoBepKX

o

MOBWUNEHEIR dYTEHTUWPKWUKATOPD

2 LW énkHuTe Ha ccbiike BMECTO 3TOro UCMONb3ynTe 415 4BYXITanHON NpoBepkn MO UAbHbIN
ayTeHTUdMKaTOp.

>, L

0 ITOT BapMaHT 0TO6Pa3nTCA, e1M paHe e Bbl Ha CTPAMBaNM LOCTYN K YY4ETHOW 3a MUCU C UCMO/b30BaHWEM OZLHOPA30BbIX
naposew, creHepupoBaHHbIX MOBUIbHBIM MPUIOKEHNEM. ECu ke Bbl HaCTpauBa M NoMyyYeHre 04HOPa3oBbIX Naponei no SMS,
WENKHUTE HA COOTBETCTBYIOLLEN CCbI/KE.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F

PykoBoACTBO NO NPMMeHeHU 0 V.10

OTobpasutcsa caegytollee okHO.

Boitw b

BeeguTe Kog, EOC-P‘\-'IMGGBEIHH:I:" NpUNoXEHHUEM
npoeepky NOAMMHHOCTA Ha Ballem MoBWUNBHOM

YCTROWCTEE.

[OBEPRATE 3TOMY KOMMEBHITEDY m

He MOy MCNONBE30BaTh CEBOE NPpUNoXeHWE NPpoOBEpKX

NoOgNMHHOCTH

3 B CBO6OAHOM none eeeAnTe 3Ha4YeHUe O4HOPA3OBOro napoasd (cop,epxaw,erocn B NON1y4YE€HHOM SMS-

coobLeHnn nan CreHeprpoBaHHOMO C MOMOLLbIO MOBUABHOMO NMPUIOXKEHNS), MOC/Ie Yero HaXmuTe
OTnpaBuTb.

1 . o
& ECnu Bbl XOTUTE COXPaHUTb PEKUM ABYXDAKTOPHOW ayTEHTUGMKALMM 41 LOCTYNA CITOro KOMMbiOTepa, He yCTaHaBAMBaliTe
bnarkok [loBepATb ITOMY KOMMNbIOTEPY.

4 TMocne ocylwecTBNAeHUs BXOAA WENKHUTE Ha CBOEM UMEHW (MM Ha CBOEM aBaTape) W BbibepuTe
HacTtpoiiku, kak nokasaHo Huxe.

Dropbox ." >, christopher
golubev
Get Started with Dropbox.pdf 2/10/2015 18:16
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OTobpa3sutcs cieaytowas cTpaHuLa.

HacTpoitkn

Mpodnns AKKAYHT Be30MacHoCTh

christopher golubev 1amennrs

5 [MeperignTte Ha BkNagKy BesonacHocTb.

CTpaHuULa NpUMET CefYoWnii BUS,.

HacTpoitkn

EezonacHoCTL

Dropbox

CocToAHKe OTEMHOYNTE

MNpunoxeHue

OCHOBHOM 3YyTEHTUDMKALMN
13MeHUTE

PesespeHanA KoONWA HM3mMeHuTE

{01 BOCCTEHOBNEHWA Mokazate

6 B cTpoke Knoum 6e3onacHOCTU WENKHUTE Ha CCbike M3MeHUTb.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OT06pasunTcs CNNCOK UCMO/b3yeMblX 3/1EKTPOHHBIX K/IOYel.

Kntoun 6esonacHoCcTH

MNocnegHWA pas MCNoNL30BaNocs 3 |, Ha3ag » Pocc... Jotasnen 4 u, Hazaa

AoBaBNTL HOBBIA KNkoY

Koy 6e30NacHOCTV NOMOTaeT NPOATH ABYX3TanHY NPOEEDKY BO BPEMA BXOMa B akkayHT Dropbox.

V.1.0

7 YT06bI yaanutb cBegeHust 06 yTEPSHHOM WJIM BbllleWeM U3 CTPOs 3/1eKTPOHHOM Katove JaCarta U2F,

WENKHMUTE Ha 3HauKe HanpoOTUB 3TOIN0 3/1EKTPOHHOIO Kto4a.

OTobpasutcsa ciegytowas popma.

Confirm password X

B uenax bezonacHoOCTU BBEAUTE naponbe Ana § -

O
[a]

8 B CBO6OAHOM noJie BBeANUTE NapoO/ib NON1b30BaTENA N HAXMUTE Aanee.

OTobpa3sutcs cnegytolee coobleHue.

Bbl 48ACTEMTENEHO XOTUTE OTKIHUNTE 3TOT KW GE30MacHoCTH?

OTKNHYWTL KN4 6e3onacHoCcTK? %

9 Haxmute OTKAIOUYUTD.

CegeHnsa 06 anekTpoHHoM ktoue JaCarta U2F yaaneHsbl. Tenepb Bbl MOXETE 3aperncTprpoBaTh HOBbIV

3N1eKTpoHHbIN katoy JaCarta U2F ans gocTyna K cBoen yY4ETHOM 3anucu.
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Joctyn k Dropbox ¢ ncnonssosanmem JaCarta U2F
PyKoBozCTBO MO NprMeHeH o

4.B0o3MOMHble NpobnemMbl 1 Crocobbl X peLeHnA

V.1.0

BoccTtaHoBNeHMe permmMma ABYXGaKTOPHOM ayTeEHTUDUKaALNU

Dropbox no3BoasieT OTK/IOUYUTL PEXUM AByXPaKTOPHOMN ayTEHTUPUKALMKN A1 OTAENbHBIX KOMMbIOTEPOB.
3T0 03HaYaeT, YTO CITUX KOMMBLIOTEPOB AOCTYN K YHYETHOM 3anucu By eT OCyLWecTBAATLCA Nocae
npeabABAEHNsA TOJIbKO UMEHU MOJIb30BaTENsA W Napoas. EC/M Bbl C1y4aliHO OTKMOUMAN PEXUM
AByxdakTopHOl ayTeHTUbMKALMY, Bbl MOXETE CHOBA BK/IIOUUTH €ro.

Cnocobbl BOCCTaHOBNEHUA peXNMa ABYXPAKTOPHON ayTeHTUPUKaLmm

e  YpaneHue cookie-panios

Takow cnocob No3BosseT BOCCTAHOBUTL PeXnM AByxpakTopHOM ayTeHTUdMKaLMM Ha

OTAE€/IbHOM KOMNbIOTEPE

L Yaanenuve KOMNbOTEpPa U3 CNMUCKa J,0BepeHHbIX KOMMbOTEPOB B HaCTpOl‘/ﬁKaX y"IéTHOI‘/lI 3anucu

Takow cnocob f40ocTyneH TONbKO AAs YYETHbIX 3anucelt Google 1 No3BosfeT yaannTb U3 CNUCKa

A OBEPEHHbIX BCE KOMMbIOTEPHLI, KOTOPbIE paHee 6bl1M 3aHECeHbl B 3TOT CMMCOK

YpnaneHue cookie-¢annos

Y106bl BOCCTAaHOBUTL PEXUM A BYX(paKTOPHOW ayTeHTUdUKaLMN AN A0CTyNa K Y4ETHOW 3amucK Ha
OT/,e/IbHOM KOMMblOTEpe, BbINOJHUTE CleAyiolne 4ehcTBuUs.

1 B HacTpoiikax 6paysepa Bbibepute UcTopus n HegaBHUE BKAAAKU > MCTOPUSA, Kak MOKA3aHO HUMXeE.

2 =[a| x

HosaA exnanka

Hosoe okHO

Hosoe OKHO B PEMHME MHECTHHTO

WCTOpMA W HENGBHNE BRNAAKA

3arpy3gmn

3aknaakH

MacwTad

MNeyaTb...
Haim...

[ononHKTENBHBIE MHCTPYMEHTSI

MameHnTs BripezaTh
HacTpoiikn

Cnpaska/0 Gpayaepe

Bemon

2 O[5

Ctrl+T
Chri+N

- 10% +

Konuposate Bcrasute

© 3A0 "AnapanHP. 4.", 1995—2018

LLIabnoH_a okyMeHTOB_C_180214

Ctp. 25/ 29



Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

OkHo bpay3epa bygeT BbIrnsAeTs caegyowmum obpasom.

’GGooﬂe xvoaouumncrpm-oro: xf'Ot‘cqwa
<« C & [ chrome://history
i Cepemc Y Bookmarks & Google

Chrome Wctopusa
I . OuncTiTd MCTOPHIO...
w G Google
https://www dropbox.com/home
&3 Jomdwnas crparvua - Dropbox
£3 Dropbox - Boir

2 Haxmute OUMCTUTB UCTOpUIO.

OTobpasutcs cnegytowas popma.

QOUNCTUTE MCTOPKHD

Kcratu: B pexmume uikorauto (Ctrl+Shift+N) nctopua He coxpanaerca.

¥YAanWTb yKa3aHHbIE HUXE JNEMEHTHl | 33 BCE BPEMA -
WMecTopua npocmetpoe
VcTopua crkauvsaninid

| Daiinel cookie, a Takxe ApYrWE AaHHbIE CAATOS M MAAMMHOE

MzobpaxeHna 1 gpyrve dalinbl, COXpaHeHHBIE B Kellle
Mapoaw
[Jantblie gnA aBTO3aNCAHEHKMS
[JarHble pasMelasmely NPUACHKEHKE

ﬂl.-'Ll,-EHBI-ﬂM Ha KOHTEHT

C-I‘Z'!PB—E——:IE —aCT|2CﬁKIJ1 KOHTEHTE M NOMCKOBbIE CUCTeMBl He €

NOBENWATE Ha p 'y 3Iepa.

Nogpobeee.. QuUCTHTE CTOpMID Crmena

V.1.0

3 YT0b6bI BOCCTAHOBUTL focTyn k Dropbox c ucnonbsosaHvem JaCarta U2F, yctaHosuTe dpaxok Qaitnibl

cookie, a Taike Apyrve AaHHble CaWTOB U N/arMHoB. OcTasbHble Gp1aXKN MOXHO He YCTaHaB/IMBATb.

4  Haxmute O4nCTUTL UCTOpUIO.

Tenepb Bbl CHOBA MOXeTe BXOAWTb B TPOdU/b yH4ETHOM 3anucK c ucnonb3osaHnem JaCarta U2F.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

BrntodeHne nogaeprkn U2F B onepauUnoOHHbIX CUCTEMaX
cemenctaa Linux

V.1.0

B onepauMoHHbIX cucTeMax cemelcTBa Linux no ymonuaHuio oTkatoYeHa noggepxka U2F. YTobbl BkAOUNTB
noaaepxky U2F, BoimonHWUTE caegytolme 4eicTeus.

1 Ortkpownte ¢aiin Jetc/udev/rules.d/70-u2f.rules B ilo6om TekcTOBOM pegakTope

@ *B KOHKpeTHO Bepcuu Linux nepsbie Age Ludpsl B UMeHM daiifia MOTYT OTIMYATLCA OT YKa3aHHbIX Bbilue, Hanpumep 40-
u2f.rules.

2 [ocne cTpok:
# Yubico Yubikey

KERNEL=="hidraw*", SUBSYSTEM=="hidraw", ATTRS{idVendor}=="1050",
ATTRS{idProduct}=="0113|0114|0115|0116|0120| 0402|0403 |0406|0407|0410", TAG+="uaccess"

AobaBbTe c/egytoumne ABe CTPOKM:
# JaCarta U2F (Aladdin U2F Security Key)

KERNEL=="hidraw*", SUBSYSTEM=="hidraw", ATTRS{idVendor}=="24dc", ATTRS{idProduct}=="0501",
TAG+="uaccess"

3 COXpaHVITe M3MEHEHNA U nepesarpy3snte onepaunoHHYKO CUCTEMY.
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Joctyn k Dropbox ¢ ucnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto 1.0

Pernctpaums nsmeHeHUn

Bepcusa M3meHeHuna

1.0 MNcxogHas Bepcus foKymeHTa
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JocTyn k Dropbox ¢ ncnosnbsosanvem JaCarta U2F
PykoBoACTBO MO NpvMeHeHMto

KopoTko 0 komnaHuu

OcHoBaHHaA B anpesne 1995 roga komnawua “AnagaumH P. . —
poccuiicknii paspaboTunk (BeHAOP) CPEACTB 3aWMuThl UHbOPMALUN.

KomnaHus aensetcs NPU3HaHHbIM 3KCNEePpTOM U NNAepomM pOCCI/IFICKOI'D
pblHKa CPeACTB  AByXaKTOPHOM  ayTeHTUdUKaLMKM MNoab3oBaTen e,
BﬂeKTpoHHOIZ noANUCKU M 3allnTbl AaHHbIX.

OcHoBHble Hanpas/ieHna:

e obecneyeHne 6e3onacHOro focTyna K UHPOPMaLMOHHBIM pecypcam
npeanpuatna, Web-noptanam u obnauHbiM cepeucam (cTporas
AByX- v TpéxdakTopHas ayTeHTUdMKaLMA);

® 3/1ekTpoHHas noAnuck (3l ¢ HensB/eKaeMbIM 3aKpPbITbIM K/HOUOM,
dopmupyemas B 3awmwéHHom umne), PKI;

® 3aWKnTa NEepCoHaNbHbIX AaHHbIX, AaHHbIX Ha ANCKaX KOMMbOTEpPOB,
cepeepoB, 6a3 AaHHbIX.

1.0

Bce ocCHOBHble NPoAyKTbl MMeloT Heobxogumble cepTudukatel GCTIK,
®CB v MuHucTepcTBa 060pOHBI (BKIOYas paboTy C rocTaiHoOM 40 YpOBHS
cexkpetHocTn CC).

JlnyeHsum:

e KOMMaHWs umeeT Bce HeobxoauMmble auueHsumn OCTIK Poccun, OCB
Poccun v MuHucTepcTBa 060poHbI Poccun Ans npoekTUpoBaHus ,
npouseoacTBa M noadepxkn C3M un CK3W, Bkaouas paboty ¢
rocTaliHOM ¥ NPOU3BOACTBO NPOAYKLUMM B pamKkax rocobopoHsakasa;

® CUCTEMA MEHEAXMEHTa KayecTBa MPOAYKUMM B KOMMAHUM C 2012 T.
cootBetcTByer  cTaHgapty [OCT ISO 9o001-2011 M uMeeT
COOTBETCTByIOWME CepTUDUKATDI;

e CuCTeMa NPOeKTUPOBaHUA, pa3paboTku, NPOM3BOACTBA U MOAAEPXKKM
NPOAYKUMM COOTBETCTBYeT TpebOBaHWAM POCCMIACKOrO BOEHHOMO
ctaHaapta FOCT PB 15.002-2012, HEo6xoAMMOro ANs ydacTus B
peanusauumn rocobopoH3sakasa.

Jinuensun OCTIK Poccum N2 0037 1 N2 0054 0T 18.02.03, N2 3442 0T10.11.2017
Jinuensun OCB Poccmn N2 12632 HoT20.12.12, N2 30419 0T 16.08.17
JmueHsuns MunuctepcTaa 060poHsl PO N2 1384 ot 22.08.16
Ana'q'q“H PA " Cucrema MeHe/KMeHTa KauyecTBa KOMMaHuu cooTBeTcTByeT TpebosaHuam ISO/MCO goo1-2011
CepTudukar CMK FOCT P MCO 9001-2012N2 POCC RU.NC72 K00082 0T 10.07.15
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